
Cybersecurity 

Issues

AASBO Summer Conference 2026





CYBER INCIDENT

• December 10, 2025   “The Crash of 2025”

• Timing:  Occurred right before a holiday (similar timing in other districts)

• Warning:  School sights had issues logging in to computers the day before

• Problem:  Hackers had actually been in our system for months just waiting to strike



Started as a normal day, but then …

• Some employees could log on to their computers and some could not

• NextGen seemed to be working just fine

• Finance dept was working diligently to complete month-end and payroll

• Then….Technology dept instructed everyone to shut down their computers 
IMMEDIATELY



What Happened…

• Confirmed attack

• Received a ransom notification

• Reported the incident to law enforcement and  ALSDE

• Hired Experts to assist in investigating and mitigating the attack

• Tech team worked countless hours

• Investigation determined that an unauthorized third party copied some of our files during 
the incident in an attempt to extort the school system

• Thankfully PowerSchool and NextGen were not affected by the incident



Triage Center

*Most Important:  Have a plan on how vital functions can continue after a cyber incident

• Tech team set up a triage center for finance. We were on our own safe “island.” 
Harris helped ensure that NextGen was safe.

•  Employees were paid in December without delay

• A triage center was set up for school bookkeepers to rotate in and safely work

• Necessary functions were completed



Reality for Our Schools…

• Schools were not able to access any technology

• Teachers had to teach without technology

• Lunchrooms had to manually process meal sales and input in the Titan 
system at the CO at the end of each day

• Technology was returned in phases

• Departments and schools were given access according to priority

• Tech Team had to reimage ALL devices and tons of data was unrecoverable 



Next Steps…

• Cyber mitigation experts reviewed thousands of files

• Investigation was lengthy and very time consuming

• Law requires direct notification to all individuals who had personal 
identifying information (PPI) compromised (Alabama Data Breach 
Notification Act of 2018)

• Communication – Keep staff, parents, and community informed as much 
as possible (rely on experts for what can and cannot be communicated) 
*Remember, this is a crime and specific information cannot be released



What We Learned…

• Mitigation and recovery are EXPENSIVE

• Vulnerable Areas:  Shared drives, VPN, phishing emails, inactive accounts

• Make sure you have a recent backup

• Multi-factor authentication is a MUST

• Remove inactive accounts, delete old files, remove inactive substitutes, ensure all terminated/retired 
employees are cut off from network systems

• Consider using external hard drives to store sensitive information

• Continuous training and awareness for staff

• Change passwords frequently and make them long (ex. JesustakethewheelNOW)

• Prepare yourself for all the complaints that you will get when all the new security requirements are 
implemented

We are still recovering from the “Crash of 2025”



Questions???
Tanya Holcombe, CSFO
Pell City School System
tanya.holcombe@pellcityschools.net

Remember... You can spend MILLIONS on cyber security, but it only 
takes one careless end user to open the door for the attackers!

“It’s not if  an attack will occur, it’s when”
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